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(57)Abstract: 

PURPOSE: To facilitate the management of a frame type by 
managing type information of a medium access(MAC) level and 
type information of 3 levels as one type information. 
CONSTITUTION: A MAC type detection section 12 detects the 
type information of the MAC level on a network, and a level 3 
type detection section 1 3 detects a level 3 type when the MAC 
type of the reception frame detected by the MAC level type 
information is a CSMA/CD and the network is an Ether network 
on the other hand. A frame type generating section 20 
generates a frame type from the result of detection by the MAC 
type detection section 12 and the level 3 type detection section 
13 and is stored in a recording section 30 to manage the type 
transmission of the MAC level and the type information of layer 
3 as one type information. Thus, the management of the frame 
type is facilitated. 
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Partial Translation 

[Detailed Description of the Invention] 

The present invention relates to a monitoring circuit for controlling 
" information about a type of a packet signal. 

Conventionally, monitoring within a single type media access (MAC) 
local area network (LAN) has been available. Particularly, in Ether 
network, the Level-3 frame type information, such as TCP-IP and TCP-ARP, 
is monitored. However, the monitoring is limited within a single media 
20 access type communication network, and no monitoring circuit has been 
available, which can monitor a LAN in which packets sent out from different 
media access type networks run. 

An object of the present invention is to provide a monitoring circuit 
which can monitor a LAN as described above, 
[Solutions] 

According to the present invention, a monitoring circuit controls 
packet signal type information in a LAN to which plural networks 
communicating in different media access systems with each other. Each 
of frames sent from each of the networks is provided at its head with 
30 MAC level type information. The monitoring circuit includes: 

a frame type detecting unit including a MAC type detecting section 
detecting MAC type information of a packet signal on the networks, a 
layer-3 type detecting section detecting a layer-3 type information, 
and a frame type generating section generating one frame type based on 
the detection by the MAC type and layer-3 type detecting sections; and 

a recording unit recording a frame type supplied from the frame 
type detecting unit; 
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wherein the MAC type information and the layer-3 type information 
are controlled as single type information. 

[0005] Also, according to the present invention, the frame type detecting 
unit may produce an alarm when an unregistered frame type is detected. 



[Examples] 

First, referring to FIGURES 2-4, the network which is the subject 
of the present invention is described. -As shown in FIGURE 2, the network 
pertinent to the present invention is in such a form that plural LANs 
10 communicating in a media-access system (such as Ether networks and IEEE 
standard networks) are connected in a single backbone LAN. FIGURE 3 
illustrates packet types running on this LAN. As shown in FIGURE 3, 
before transmitting a packet, a MAC level type information piece is added 
at the beginning of the packet. There are two types of packets, one 
being a packet without a Layer-3 type sent out from a LAN other than 
Ether network, shown in FIGURE 3(a), the other being a packet with the 
Layer-3 type sent from an Ether network as shown in FIGURE 3 (b) . In 
FIGURES 3(a) and 3 (b) , "DA" is a destination address, and "SA" is a source 
address . 

20 FIGURE 4 illustrates correlation between the MAC type and the Layer-3 

type. Only a CSMA/CD Ether network has a Layer-3 type, and other MAC 
types do not have plural Layer-3 types. 

FIGURE 1 shows a block diagram of a frame type monitoring circuit 
according to one embodiment of the present invention. The monitoring 
circuit includes a frame detecting section 11, a MAC type detecting section 
12, a Level-3 type detecting section 13, a processing section 14 and 
a frame type generating section 20 with a memory table 21, and a recording 
unit 30. The frame detecting section 11, the MAC type detecting section 
12, the Layer-3 type detecting section 13 and the frame type generating 

30 section 20 form a frame type detecting unit. 

The frame detecting section 11 receives frames from a transmission 
path 1 . The MAC type detecting section 12 detects MAC level type information 
from the received frames, and the Level-3 type detecting section 13 detects, 
from the received frames, Level-3 type information of packets sent out 
from the Ethernetwork . The memory table 21 within the frame type generating 
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section 20 is a li st showing the correspondence between frame types generated 
from MAC type and Level-3 type. The processing section 14 separates 
monitor information, for example, addresses and packet lengths, from 
the frames received from the frame detecting section 11. The recording 
unit 30 stores data provided by the frame type generating section 20 
and the processing section 14. 

The monitoring circuit as arranged as described above is connected 
in a backbone LAN as shown in FIGURE 2. 

In operation, the frame detecting section 11 receives packets running 

10 on the transmission path 1. The detected frame is transmitted to the 
MAC type detecting section 12, the Level-3 type detecting section 13 
and the processing section 14 . The MAC type detecting section 12 performs 
detection of the MAC type of the frame . The Level-3 type detecting section 
13 detects the Level-3 type if the MAC type of the received frame as 
detected in the MAC type detecting section 12 is a CSMA/CD. It should 
be noted, however, even when the MAC type detected is a CSMA/CD, if it 
is not from the Ether network, the Level-3 type frame type detection 
is not carried out in the Level-3 type detecting section 13 because such 
CSMA/CD does not include the Level-3 type. The results of detection 

20 made in the MAC type detecting section 12 and the Level-3 type detecting 
section 13 are sent to the frame type generating section 20* 

In the memory table 21 within the frame type generating section 
20, a pertinent frame type is read out from the correspondence list showing 
the correspondence among the MAC type, the Level-3 type and the frame 
type, which has been registered beforehand. It is arranged such that 
the length N of the thus generated frame type is shorter than the sum 
of the length of the MAC type and the length of the Level-3 type (the 
type field of the Ether network being 16 bits) . 

The processing section 14 separates monitor information, such as 

30 an address and a packet length, from a received packet from the frame 
detecting section 11, and stores it, together with the frame type from 
the memory table 21, in the recording unit 30. Time information may 
be added when data is recorded. 

FIGURE 5 is a block diagram of an arrangement according to a second 
embodiment of the invention . This arrangement is the same as the arrangement 
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according to the first embodiment, except that an alarm generating section 
16 is added, and, therefore, the same reference numerals are used for 
those components which are included in the arrangement of the first 
embodiment . 

The alarm generating section 16 provides an alarm when the monitoring 
circuit detects a frame type which has not been registered beforehand. 
This arrangement, therefore, makes it possible to detect an unregistered 
MAC type and Level-3 type. 

More specifically, if type information received from the MAC type 
10 detecting section 12 or the Level-3 type detecting section 13 has not 
been registered beforehand in the memory table 21, error information 
is sent to the alarm generating section 16 to cause the alarm generating 
section 16 to generate an alarm. At the same time, the error information 
is sent to the processing section 14, where the SA, the MAC type and 
the Level-3 type are separated from the received packet, and the separated 
data, with time information added, is stored in the recording unit 30. 

In either of the first and second embodiments, the detected frame 
type and the monitor information, such as an address and a packet length, 
are written in the recording unit 30. However, the recording unit 30 
20 may include a processor 32 and a counter 31 counting the packet number 
for each frame type, as shown in FIGURE 6, to store the counts of each 
of the frame types classified by the frame type detecting section 20. 

As described above, according to the present invention, since the 
MAC level type information and the Level-3 type information are managed 
as single type information, the frame type management becomes easier. 
Furthermore, since the length is reduced upon frame type generation, 
the storage capacity can be reduced. 
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